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2.1 . (U)  Diplomatic  Security  Daily,  June  19,  2009 

2.2 . (U)  Significant  Events  ) Paragraphs  6-10 

2.3 . (U)  Key  Concerns  ) Paragraphs  11-19 

2.4 . (U)  Cyber  Threats  ) Paragraphs  20-27 

2.5 . (U)  Suspicious  Activity  Incidents  ) Paragraphs  28-31 

2.6 . (U)  Significant  Events 

2.7 . (S)  EUR  - Bosnia-Herzegovina  - Emergency  Action  Committee  (EAC)  Sarajevo  met  June  17  to  discuss  a large  protest  by  veterans  groups  schedule 

2.8 . (C)  AF  - Eritrea  - The  UN  security  officer  in  Asmara  reported  to  the  U.S.  Embassy, s Regional  Security  Office  that  he  has  recently  instructe 

2.9 . (SBU)  Mali  - At  12:30  p.m.  on  June  18,  RSO  Bamako  was  notified  by  the  Surveillance  Detection  Team  that  a man  was  closely  observing  the  Chie 

2.10.  (SBU)  Zimbabwe  - Jocelyn  Chiwenga,  wife  of  Defense  Forces  Chief  Constantine  Chiwenga,  called  the  U.S.  Ambassador  to  Zimbabwe  June  18  and  i 
,2.11.  (U)  Key  Concerns 

J.12.  (S//NF)  AF  - Somalia  - TFG  minister  of  national  security  killed  in  suicide  bombing:  On  the  afternoon  of  June  18,  Transitional  Federal  Gove 

2.13.  (S//NF)  DS/TIA/ITA  notes  this  is  first  suicide  attack  in  Beletweyne,  and,  if  al-Shabaab  operatives  are  indeed  responsible,  it  further  sugc 

2.14.  (S//NF)  Suicide  bombs  are  increasingly  common  in  Somalia.  According  to  press  reports,  30  lethal  suicide  bombings  have  occurred  since  five 

2.15.  (S//NF)  NEA  - Persian  Gulf  - Possible  fabricator  warns  of  Iranian  threat:  According  to  information  provided  during  a liaison  exchange  by  e 

2.16.  (S//NF)  DS/TIA/ITA  agrees  with  the  CIA  assessment  included  in  the  full  report,  which  states  the  information  is  likely  fabricated.  Concern 

2.17.  (S//NF)  SCA  - India  - LT  member  Shafiq  Khafa  possibly  preparing  for  operations:  Tearline  reports,  SHussein,  an  India-based  Lashkar-e-Tayyi 

2.18.  (S//REL  TO  USA,  FVEY)  Separate  tearline  indicates,  &Pakistan-based  Shafiq  Khafa  prepared  in  mid-June  with  India-based  associate  S J for  pc 

2.19.  (S//NF)  DS/TIA/ITA  notes  earlier  credible  tearline  suggests  Khafa, s network  is  striving  to  stand  up  two  teams  in  southern  India  that  rely 

2.20.  (U)  Cyber  Threats 

2.21.  (SBU)  Domestic  - DoS  staff  targeted  by  spear  phishing  as  climate  change  talks  are  underway: 

2.22.  (C//NF)  Key  highlights:  The  UNFCCC  aims  to  commit  developed  nations  to  a plan  for  reducing  GHG  emissions.  U.S. -PRC  talks  are  in  progress 

2.23.  (U)  Source  paragraph:  &China  and  the  U.S.  failed  to  achieve  a breakthrough  at  their  latest  round  of  climate  talks  on  Wednesday  (June  10), 

2.24.  (SBU)  CTAD  comment:  In  June  1992,  a United  Nations  Conference  on  Environment  and  Development  — informally  known  as  the  Earth  Summit  — we 

2.25.  (S//NF)  CTAD  comment:  Currently,  the  U.S.  and  People, s Republic  of  China  (PRC)  — two  of  the  world, s largest  contributors  of  GHGs  — are  c 

2.26.  (SBU)  CTAD  comment:  On  June  1,  CTAD,s  Technical  Analysis /Special  Operations  monitoring  detected  a malicious  e-mail  massage  targeting  five 

2.27.  (C//NF)  CTAD  comment:  DoS  employees  dealing  with  sensitive  diplomatic  matters  are  often  targets  of  social-engineering  schemes  conducted  bj 

2.28.  (U)  Suspicious  Activity  Incidents 

2.29.  (SBU)  SCA  - Uzbekistan  - A vehicle  with  two  occupants  was  parked  across  the  street  from  U.S.  Embassy  Tashkent  June  2.  During  the  cited  per 

2.30.  (SBU)  RSO  Action/Assessment:  It  is  possible  this  was  some  sort  of  surveillance  activity  by  the  host  government  or  others.  All  relevant  inf 

2.31.  XXXXXXXXXXXX  SECRET/ /FGI //NOFORN 
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